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Introduction 
This document provides an example of how to configure Okta as the Identity Provider 
supporting Single Sign-on into the RadiantOne Control Panel. This configuration has been 
validated for RadiantOne v8. 

Okta Configuration 
Perform the following steps in your Okta tenant. 

1. Login with an administrator account and go to Administration > Applications > Applications. 

 

2. Click CREATE APP INTEGRATION. 

3. Select OIDC for the sign-in method and Web Application for the type.  

https://radiantlogic.com/
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4. Click NEXT. 

5. Enter App Integration Name and choose “Refresh Token” for grant type. 

https://radiantlogic.com/
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6. Enter the URL for the Control Panel in the Sign In Redirect URI. An example is shown below. 

https://cp-rli-naregion.radiantlogic.io/main/j_spring_openid_security_check 

https://radiantlogic.com/
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7. Select the applicable authorization and click SAVE. 

 

https://radiantlogic.com/
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8. On the GENERAL tab, copy the client ID and secret. These are required for the RadiantOne 

configuration. 

 
 
 

Control Panel Configuration 
1. Log into the RadiantOne Control Panel as an administrator allowed to edit security settings. 

2. Navigate to Settings > Security > OIDC Provider Configuration. 

3. Enable the OIDC Configuration with the toggle. 

4. Select CUSTOM from the OIDC Provider drop-down list. 

5. Enter the OIDC discovery URL for the OKTA tenant and click Discover. This auto-populates 

the Authorization Endpoint URL and the Token Endpoint URL (you can manually enter these 

if needed). 

6. Enter the Client ID and Client Secret you saved from the Okta setup into their respective 

properties. 

https://radiantlogic.com/
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7. This configuration uses the CLIENT_SECRET_POST authentication method and openid as the 

scope. 

 

8. Click EDIT next to OIDC to FID User Mapping. This setting is used to translate the account 

that authenticates with Okta to a delegated admin user in RadiantOne. This can be a simple 

mapping (DN substitution using claim values if needed) or a complex mapping with lookups 

in the RadiantOne namespace to match claim values to profile attributes. In the following 

example, the email claim received from the Okta authentication is used to lookup the identity 

in the RadiantOne namespace to locate the admin account below the cn=config naming 

context that has this value for the mail attribute. 

https://radiantlogic.com/
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9. Click Save. 

 
 

Testing SSO 
To test SSO: 

1. Log out of the RadiantOne Control Panel. 

2. Click the Login with Open ID Connect option on the RadiantOne Control Panel. 

https://radiantlogic.com/
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This redirects to OKTA where the user (not already logged into OKTA) is prompted to login: 

https://radiantlogic.com/
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3. After clicking “Sign In” the user should be automatically logged into the RadiantOne Control 

Panel as the admin account matching the OIDC to FID User Mapping. 

https://radiantlogic.com/
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